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1) Purpose

This Policy sets out how the Grand United Order of Oddfellows (“GUOOFS”, “the Society”,
“the Order”) identifies, assesses, manages, monitors and reports risks to support sound
and prudent management, protect members’ interests, and ensure the Society remains
financially and operationally resilient.

As a small, non-directive Friendly Society registered under the 1974 Friendly Societies Act,
the Order is not subject to Solvency Il (“SII”) System of Governance requirements, however
where appropriate, the Order will look to implement the key SlI principles in a proportionate
and tailored manner in order to benefit from best practice risk management.

2) Scope
This Policy applies to all entities and activities within the Society structure, including:

o The “Order” (Friendly Society no. 204F)
e Lodges (branches)
e The Derby District Investment Association (DDIA)

This scope recognises that where assets and liabilities are managed across entities, long
standing practice means all assets are ultimately available to support all long-term business.

However, the provisions of this policy may apply differently between the three levels of
governance noted above, reflecting that lodges and the DDIA are separate entities on the
FCA’'s Mutuals Register and are separately registered under the Friendly Societies Act 1974.

It is also important to note that at the branch and DDIA level, officials are not employees of
the Order.

Notwithstanding the differences in application, the approach to Risk Management, including
Risk Management Principles, Risk Definitions and Risk Culture set out in this document are
common to all levels of the organisation.

3) Risk Management Principles
The Society will operate a risk management system that is:
1. Proportionate: scaled to the Society’s small size and relative lack of complexity

2. Integrated: embedded in decision-making (strategy, investments, benefits,
operational change).

3. Forward-looking: considers sustainability of strategy and run-off/wind-up scenarios
where relevant.

4. Transparent: based on a clear, common understanding of Risk Management aims
and successful outcomes.



Grand
United

Order of
Oddfellows

4) Governance, Roles and Responsibilities

a) Board / Committee of Management
The Board/Committee is ultimately responsible for:

o Setting risk appetite and risk tolerances.
e Approving this Policy and key risk policies
e Ensuring risk management is effective and taken seriously within the organisation.

e Challenging information provided by executive management and key functions.

b) Senior Management (including those in the scope of the
Senior Manager Certification Regime)

The executive management team is responsible for:

e Implementing and maintaining the risk management framework and controls
including risk registers and KRIs.

o Escalating breaches and emerging risks promptly.
o Facilitating risk identification and assessment across the Order, Lodges and DDIA.

e Providing risk advice on key decisions (investment strategy, business strategy).

c) Actuarial Input (Chief Actuary)

The Chief Actuary provides specialist input on:
o Insurance/benefit risks, reserving sensitivity, expense inflation, and sustainability.
o Investment strategy implications for liabilities and run-off/liquidity needs.

This is particularly relevant given the Society’s long-term business (traditional with-profits
whole life/ endowment / pure endowment policies) and expense inflation sensitivity.

d) Lodge / DDIA Governance

o Lodges must maintain local risk awareness and escalate any emerging or increasing
risks to the Order promptly.

o Lodges should consider the adequacy of any mitigation measures they have in place
to manage locally occurring risks (eg data protection, operational resilience).

o DDIA must provide timely reporting on property performance, liquidity, valuation
movements, disposals, arrears and maintenance costs.

o Lodges and the DDIA must consider the applicability of this policy and other policies
issued by the Order and apply the provisions of the policy in a proportionate manner
to their operations.
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5) Three Lines of Defence Model

GUOOFS recognises that a “Three Lines of Defence” model is often considered best Risk
Management practice (including under Solvency Il). This model comprises:

e 1stline risk takers: executive managers, lodge secretaries and those carrying out
day-to-day activities of the organisation

e 2" Jine oversight functions: responsible for independent oversight of 15t line
o Risk Management Function
o Compliance Function
o Actuarial Function

e 3"line Internal Audit: Independent of 15t and 2™ line

As a non-directive firm GUOOFS is not required to implement this model and due to the
size of the organization does not have the resources to operate the level of
independence envisaged by this model.

Where possible, GUOOFS seeks to apply the principles of the 3 lines of defence
through:

e Obtaining independent Actuarial advice from outsourced Actuarial Function (2"
line)

e Carrying out an annual ‘independent inspection’ of the books of the Order by an
appointed Non-Executive Director (analogous to 3™ line internal audit)

e Carrying out 2™ Line Risk Management activities within the first line with
transparent reporting to the Committee of Management.

6) Risk Appetite and Risk Tolerances

The Board/Committee sets risk appetites and tolerances across key risk areas. These are set out
in the Grand United Order of Oddfellows Risk Appetite and Tolerances Statement.

/) Risk Management Process

The Society will follow the Risk Management cycle as shown:

/ Identify \

Report Assess
. Control /
Monitor Mitigate
T

Further details on each phase of the cycle are described below:
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a) ldentify
Risks are identified through:

¢ Annual risk workshops with Order, Lodge, District and DDIA representation
e Incident and near-miss reporting

¢ Review of reports of external experts (Actuarial, Asset Managers, Auditors)
e Board and Executive discussions

e Regulatory and legal horizon scanning

b) Assess

Each risk is assessed for:

¢ Impact (financial, member outcomes, operational disruption, regulatory)

e Likelihood

e Control effectiveness

¢ Residual risk after controls

¢ Where suitable, apply stress/scenario analysis (e.g., property price shock, rental
income disruption, high maintenance/insurance cost escalation linked to climate risk).

c) Control / Mitigate

Mitigations may include:

¢ Financial Controls

e Segregation of Duty

o Use of experts

o Liquidity/ capital buffers and contingency plans

¢ Diversification of investments

¢ Risk transfer eg by purchase of insurance or reinsurance

d) Monitor

Ongoing monitoring via:

¢ Key Risk Indicators (KRIs)

e Quarterly investment and concentration monitoring

e Quarterly review of risk register and material changes
o Review of any escalated items by Risk Owner

e) Report
At the level of the Order the following reporting shall be implemented:

e Quarterly risk report to the Board/Committee (summary, top risks, breaches,
incidents, actions)

¢ Immediate escalation for material breaches or emerging threats as set out in the
GUOOFS Risk Appetite and Tolerance Statement

At the level of the lodges, any material breaches, operational risk events or emerging threats
shall be reported to the Grand Secretary as soon as practicable.
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8)Escalation, Breach Management and Issue
Remediation

a) Breaches of set tolerances

Specific tolerances for breach reporting and reporting lines are set out separately for
individual risk types in the GUOOFS Risk Appetite and Tolerance Statement.

This document provides for a traffic light system whereby:

¢ Risk metrics within the ‘green zone’ are managed by the Risk Steward without further
escalation unless judged necessary

e Adeterioration into the ‘yellow zone’ is escalated by the Risk Steward to the Risk
Owner. A metric in the yellow zone can be tolerated on a short term basis where an
action plan is in place to restore the risk to within appetite.

o Adeterioration into the ‘red zone’ is reported by the Risk Manager to the Committee
of Management and requires a plan to restore the risk to the green or yellow zone
where possible.

b) Operational Risk Events

Where an Operational Risk Event (defined as the crystallisation of an Operational Risk
leading to actual financial or reputational loss) takes place, this should be reported to the
Grand Secretary as soon as possible.

The Society shall maintain an Operational Risk Event log to allow for identification of themes
and cumulative loss. The log shall contain information on root cause, financial loss,
reputational loss, remediation actions and mitigations put in place to prevent recurrence.
This shall follow the Event, Cause and Impact attributes set out for Operational Risk in the
Appendix to this policy.

Material near-miss events should also be reported to the Grand Secretary and recorded
separately on the Operational Risk Event log.
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Appendix: Risk Taxonomy

The Society shall categorise risks based on the taxonomy below, which is largely consistent
with Sl definitions.

Underwriting risk includes:

the risk of loss, or of adverse change in the value of insurance liabilities, resulting
from changes in the level, trend, or volatility of the expenses incurred in servicing
insurance or reinsurance contracts;

the risk of loss, or of adverse change in the value of insurance liabilities, resulting
from fluctuations in the timing, frequency and severity of insured events, and in the
timing and amount of claim settlements at the time of provisioning;

the risk of loss, or of adverse change in the value of insurance liabilities, resulting
from the significant uncertainty of pricing and provisioning assumptions related to
outbreaks of major epidemics, as well as the unusual accumulation of risks under
such extreme circumstances.

More specifically:

Life & Health Underwriting Risk (SlI Article 105)

Mortality risk: the risk of loss, or of adverse change in the value of insurance
liabilities, resulting from changes in the level, trend, or volatility of mortality rates,
where an increase in the mortality rate leads to an increase in the value of
insurance liabilities.

Longevity risk: the risk of loss, or of adverse change in the value of insurance
liabilities, resulting from changes in the level, trend, or volatility of mortality rates,
where a decrease in the mortality rate leads to an increase in the value of insurance
liabilities.

Disability—morbidity risk: the risk of loss, or of adverse change in the value of

insurance liabilities, resulting from changes in the level, trend or volatility of disability,
sickness and morbidity rates.

Life expense risk: the risk of loss, or of adverse change in the value of insurance
liabilities, resulting from changes in the level, trend, or volatility of the expenses
incurred in servicing insurance or reinsurance contracts.

Revision risk: the risk of loss, or of adverse change in the value of insurance
liabilities resulting from fluctuations in the level, trend, or volatility of the revision rates
applied to annuities, due to changes in the legal environment or in the state of health
of the person insured.

Lapse risk: the risk of loss, or of adverse change in the value of insurance liabilities,
resulting from changes in the level or volatility of the rates of policy lapses,
terminations, renewals and surrenders.

Life catastrophe risk: the risk of loss, or of adverse change in the value of
insurance liabilities, resulting from the significant uncertainty of pricing and
provisioning assumptions related to extreme or irregular events.
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Market Risk

The market risk module is the risk arising from the level or volatility of market prices of
financial instruments which have an impact upon the value of assets and liabilities of the
undertaking. It comprises:

¢ Interest rate risk: The sensitivity of the values of assets, liabilities and financial
instruments to changes in the term structure of interest rates, or in the volatility of
interest rates.

o Equity risk: The sensitivity of the values of assets, liabilities and financial
instruments to changes in the level or in the volatility of market prices of equities.

o Property risk: The sensitivity of the values of assets, liabilities and financial
instruments to changes in the level or in the volatility of market prices of real estate.

e Spread risk: The sensitivity of the values of assets, liabilities and financial
instruments to changes in the level or volatility of credit spreads over the risk-free
interest rate term structure.

e Currency risk: The sensitivity of the values of assets, liabilities and financial
instruments to changes in the level or in the volatility of currency exchange rates.

o Market risk concentrations: Additional risks to an insurance or reinsurance
undertaking stemming, either from lack of diversification in the asset portfolio, or from
large exposure to default risk by a single issuer of securities or a group of related
issuers.

Counterparty Risk

The counterparty default risk is the risk of possible losses due to unexpected default, or
deterioration in the credit standing, of the counterparties and debtors of insurance and
reinsurance undertakings over the following twelve months.

The counterparty default risk covers:

e banking and reinsurance counterparties (Type 1 exposures),
e receivables from intermediaries, as well as any other credit exposures which are not
covered in the spread risk sub-module (Type 2 exposures).

For each counterparty, it shall take account of the overall counterparty risk exposure of the
undertaking to that counterparty, irrespective of the legal form of its contractual obligations to
that undertaking.

Strategic Risk

Strategic risk is the risk arising from an insurer’s business strategy, including risks caused by
poor strategic decisions, weak execution, inadequate resource allocation, or failure to
respond to changes in the business environment.

Reputational Risk

Reputational risk is the risk that negative publicity, stakeholder perceptions, or loss of trust,
whether arising from the firm’s own actions, employee conduct, or third parties, leads to
financial loss, reduced business, or increased regulatory/legal exposure.
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Operational Risk

Operational Risk is the risk of loss arising from inadequate or failed internal processes,
people or systems, or from external events.

The following taxonomy follows the ORX approach of using an Event Type taxonomy (what
happened) supported by Cause and Impact attributes (why it happened and what the
outcome was). It is intended to provide a common language for recording incidents,
near-misses and control issues across the organisation. https://orx.org/operational-risk-
reference-taxonomy

Events (what happened)

* Third-Party / Outsourcing Risk: Failures or issues arising from third parties, outsourced
service providers, suppliers, intermediaries or other external dependencies, including service
delivery failure, contractual failure, concentration, resilience, and exit/transition failures.

» Technology, Data & Cyber Risk: Failures of technology and data management
(availability, integrity, confidentiality), including cyber attack, malware/ransomware,
unauthorised access, data loss/leakage, system outage, change failure, and poor data
quality.

» Conduct & Customer Outcomes Risk: Failures to deliver fair customer outcomes or
meet expected standards of behaviour, including inappropriate communications, unsuitable
sales/service practices, conflicts of interest, misrepresentation, and poor complaints
handling.

» Compliance & Regulatory Risk: Breaches of laws, regulations, supervisory
requirements, internal policies or codes, including reporting failures, licensing/permissions
issues, inadequate controls, and failures to implement regulatory change.

* Financial Crime & Fraud Risk: Fraud, dishonesty or criminal activity (internal or
external), including misappropriation, deception, bribery/corruption, identity fraud, scams,
and money laundering/terrorist financing control failures.

* People & Workplace Risk: People-related failures, including inadequate
competencel/training, errors, misconduct, poor supervision, HR process failures, and
employment practices / workplace safety issues.

* Process Execution & Controls Failure: Failures in end-to-end processes or controls,
including processing errors, reconciliation breaks, documentation/record-keeping failures,
authorisation failures, poor segregation of duties, and operational governance gaps.

* Legal & Contractual Risk (Operational): Legal risk arising from operational events,
including litigation, claims, disputes, contractual enforceability issues, and failures in legal
documentation or advice execution (excluding strategic legal risk).

* Physical Assets & Business Resilience Risk: Damage to or loss of physical assets and
operational disruption, including property/office incidents, fire/flood, utilities failure, and
business continuity / disaster recovery failures.

Cause attributes (why it happened)
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* Process design weakness

* Inadequate controls / control failure

* Human error / capability / training

* Inappropriate behaviour / misconduct

* Technology / change management failure
* Third-party failure / weak oversight

+ Data quality / data governance weakness

» External event (e.g., crime, weather, infrastructure)

Impact attributes (what happened as a result)

* Financial loss (direct)

» Member/customer detriment or remediation

* Regulatory breach / censure / redress

* Legal cost / damages / settlement

* Operational disruption / downtime

» Data compromise (confidentiality/integrity/availability)

* Reputational impact (captured as an impact outcome; not classified as a separate “risk
type”)



